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Voxco Command er, Voxco Online, and Voxco
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S fica{.ﬂn for SQL serv

The SQL server isﬁ&d tga/ide share j data by all the desktop applications and web
clients. It is extremely ilmpo i tely sized (CPU, RAM, Networking and Disks)
for the type of operatidﬁ{gﬁei g-run.

ltem "ﬁ’ - “Réquirements

Operating System: = ro Window

" I\A‘zl;aso%dows Server 2012 R

] Mic;g;iﬁW' ws Server
Software: ] [Voxco‘%ne@mmand enter

2008 R2, S& Ser@ZOlZ, SQ , SQL Server 2016 — Standard
Edition - .

= Latest service pabla'
= Microsoft .NET Fran@orl@?ﬁ SP1 mus

Gﬂ <
Hardware: = Memory and CPU is functiop-ef ﬁmroject vol
field. <

m  Server-class machine with Dué{[ﬁuad—Core Xeon/Opteron Processor.
= 32 GBRAM min, 64 GB recomme’lt\:a.ed.

er of seats on the

Specific settings on = Auto growth parameter: use a per‘ﬁ'zgr‘ltage of 10% (not a “Fixed” value)
SQL server: = Auto Close parameter should be set to FALSE

= Auto shrink parameter should never be activated
= [ Voxco Online] CLR Integration must be enabled
Disk capacity: = Enterprise class storage IOPS

= Typically, disk space should be at a minimum 300GB.
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Networking: = GigabitTCP/IP enabled

@Ecifiﬁons for

T,

The web serverﬁls‘éﬁp manage proj

not impact dat ?ecti , t ed is dependent on the expected load. This
server(s) hasto b g@taﬁ% in prior to Voxco installation.
O~
Item
Vo A
Operating System “‘"Micrd%ﬁ( Windo rd Edition Server 64-bit — latest service pack
osof&;Windows Server — latest service pack
. =y
Hardware Ser(»g'zglasa&qchine wit, eon/Opteron Processor with a minimum
of 8 ;
Z
Software = IS7. Oref}abo ?p\uth 116 Com required for initial installation)
=  Micros mework 4’
Disk capacity Typically, 16OG‘B"|f|£'.d (ﬂslé
< {?
Networking Gigabit TCP/IP enabléﬂi‘.
.
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Specifications for Data Collection Web sQ‘ rs

@f‘g and Online)

y the Voxco
ssible outside of your

The web server(s) must be a dedicated machine for Voxé‘o's ‘sro‘y}tion and
survey software. In the eventuality that the Voxco sol ne@ to be
corporate network), you need to consider installing the Web '&{?XEF(S) ina DMZ.

Item Requirements -::‘f-'
2

Operating System Microsoft Windows 2008 R2 Standard Edition Server 64-bit — latest service pack

Microsoft Windows Server 2012 R2 — latest service pack

Hardware Server-class machine with Dual/Quad-Core Xeon/Opteron Processor with a minimum
of 8 GB RAM.
Software = ]IS 7.0 or above with 16 Compatibility mode (only required for initial installation)

=  Microsoft .NET Framework 4.5 must be installed.
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Disk capacity

Networking

and Center Design module)

Operating Systeﬂz_‘
%
C

} in 8-8.1
e,

Software

e
tive mode Internet Explor, or9orlE10

Internet Explor
Vo%Des or script

Station Hardware Assuming -there @ﬂly Voxi
depending !)‘
Disk capacity Typically, 4OGr d disk., Co
critical on the st S.
Networking 10/100Mb TCP/IP
&, o
LY
S

Interviewers stations

Item

Requirements

Operating System

Windows XP Pro, SP2 minimum.

Windows 7 "-p

<
Windows 8-8.1 .Q‘{\
Windows 10

Software

Internet Explorer 7.0 (Min Support) or Internet Explorer 8 or 9 or IE 10

®  Internet Explorer 11 —More info in IE11 EnterpriseMode

Station Hardware

Assuming there is only Voxco's solution running. Pentium PIV, 512Mb RAM or +
depending on OS

Disk capacity

Typically, 20G Hard disk. Disk space is not critical on the stations.

Networking

10/100Mb TCP/IP
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Supervisors stations
Item

Operating System

b4
Station Hardware ﬁgumin
depending on OS

Disk capacity Typical@fzopgggrd disk. Disk i i on the stations.
Networking 10/100@/?%
,._*"_

Vo U

*Note that it is still possible to moni oﬁ(%i:\jows ut audi ing has to be establish

manually. This is because SupervisorBa(‘p ui icrosoft .Net hich is not supported
under Windows XP.

L o
OTHER RECOMMANDATION ':‘5;:) {:?
<L

G?f‘k

1. UPS (Uninterruptible Power Suppf@)’ suﬁ%ﬁing aut utdown, surge
protection and line filtering between @out nd server, for eac
2. If Anti-virus is required, any scanning pr'6'€‘esses”‘5h the servers i ust not

O

be initiated during active field activities. ’5’
ey

)
Installation Environment Best Practices f‘f_:,

To ensure the peak performance of your Voxco Solutiéﬁs\, your own network and server
performance must also be optimized. This quick reference document outlines best practices
that Voxco recommends you follow to ensure that the installation, implementation and
usage of our Voxco solutions will yield the best experience possible.

Optimize your Network

Your network performance should be optimized following these best practices:

=  FQDN (Fully Qualified Domain Name): For increased Network flexibility, whenever possible we
recommend the use of FQDN in the set-up and configuration of all Voxco solutions. As well,
when your staff is accessing a Voxco Solution, they should do so via FQDN.

@}here is jon running. Pentium PIV, 512Mb RAM or +
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DNS: Each of your servers hosting a Voxco component should have access to a DNS server that
is able to resolve FQDN to4 or external IP appropriate for their location. Prior to
e to test all DNS entries for and from each server that will

. Please note that Consumer ISPs (cable,
that you will have sufficient bandwidth.

Latency: We . hat delay could result in performance

issues.

Setup Alerts: To en_ﬂzy r network i ut its capacity, the nodes (switch, firewall,
routers, multi-site links) shaﬁd be actively should be setup so that when
bandwidth, latency, t or oth etrics are exceeding expected
thresholds, responsible fr myour o ation are nati and can take immediate
actions. ’:j“'

o
Optimize Server Performlzafe fi;:}
In addition to optimizing y%neﬁ%;‘k performa

ensure your server performanc%op g&zed:

Maintenance: Maintenance tasks tha{tlc,%gulﬁ"r efragm
obsolete logs files and recordings shoulstgt; se @if not already in

Setup Alerts: To ensure that you are alwa%an nning, we nd that your
organization have a monitoring system in place for servers Solutions. Your
monitoring system should include automated@ s%}gdvise you if CP

saturated or if you are running out of disk space. A PN
Optimize the set-up and health of your SQL Se%r, 0

The SQL Server is one of the most critical componenfs‘ of the environment hosting your
Voxco installation. Performance problems, such as ap{?{l&:\ation lags and delays to load web
pages, are frequently caused by SQL Server issues.

To ensure optimal health of your SQL Server, we recommend:

SQL Settings. To avoid unnecessary performance issues, the SQL setting should be:

+  Auto Growth: use a percentage of 10%, fixed value of 500MB or higher may be
appropriate for very large DB.

+  Auto Close: must be off.

+  Auto Shrink: must never be activated.

Disk configuration
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As per Microsoft's best practices recommendations the Operating system, SQL Data files

@ 4 A RAIDS, split in

m@databas .
pro or %dedicate
Backu%
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maintenance plan in place for your SQL Server. It gives you a
ure your SQL database is kept at peak performance.

Maintenance plan. Have a solj
plan of the tasks needed

your business. To avoid the such loss, make sure to perform regular back-ups of the
data you collect. We recommend

FuILEI_glly back-up.e

ou a ac i
This \A%D%V ensure youg data i backed up, but it will also ensure that you

maintain ﬁﬁt-lm
O
Install a F‘i?@all ’Aﬂj

To keep your 55 safe, ensure that your or zation has a firewall in place. As a

minimum, we r (?lmﬁ’ ou have a fir e public and your private
network. ,;;?:I

Should you wish to aI fire i your internal zones, make
sure the firewalls allowzappropriate traffictogoto t o solution (i.e. ensure that
internal firewalls are no de %\communicati components).
Install Anti-Virus/anti-Mal Z?_ <
nization has anti-
vers. But be sure to

ilure to do
ti-malware

To protect yourself from any mqﬁ'gﬁou;?ﬁtents, en

virus/anti-malware type software i d;{ace‘%f i

add Voxco Processes and Installatio der the Antivirus

so may cause performance and cra;%hat_? caused b

but that are hard to detect. O .:,f-'-
N



